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Question #1

All of the following are examples of malicious code except:

  a.  Cookies

  b.  Viruses

  c.  Trojan horses

  d.  Worms

Question #2

What is not PII?

  a.  Gender

  b.  Place of birth

  c.  Information about or associated with an individual

  d.  Employment History
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Question #3

All of the following are common ways of spreading malicious code

except:

  a.  Peer-to-peer software

  b.  Backup important files

  c.  Downloading files from the web

  d.  E-mail attachments

Question #4

The Federal Information Security Management Act (FISMA):

  a.  Defines national security systems.

  b.  Mandates a computer security program at all federal

agencies.

  c.  Requires a greater level of protection for Government

information systems that contain Privacy Act information.

  d.  All of the above
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Question #5

Diana has her paycheck deposited directly from her employers

account into her checking account. This is an example of what?

  a.  Telework

  b.  E-commerce

  c.  Phishing

  d.  Cookies

Question #6

One easy way to protect your Government computer from internet

threats is to:

  a.  Visit only web sites that use ActiveX or JavaScript code.

  b.  Install software to prevent Denial of Service Attacks.

  c.  Avoid casual or unnecessary internet browsing.

  d.  Install spyware software.
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Question #7

Both internal and external threats can bring down a system. Which

of the following represents an internal threat?

  a.  Protestors

  b.  Terrorist group

  c.  Hackers

  d.  Disgruntled user

Question #8

Nancy just read in her local newspaper that the FBI has determined

that this crime is growing more rapidly than many others -- Which is

it?

  a.  Embezzlement

  b.  Fraud

  c.  Identity theft

  d.  Murder
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Question #9

Which of the following are an example of a security incident?

  a.  Attempts to send electronic junk mail in the form of

commercial announcements.

  b.  Attempts by unidentified or unauthorized people to obtain

sensitive personal or business information.

  c.  Loss of a government laptop containing personnel

information.

  d.  All of these are security incidents.

Question #10

Agnes wants to make sure that she knows which steps to take to

avoid spillage. You advise Agnes to do all of the following except:

  a.  Check all E-mails for possible classified information.

  b.  Ensure all file names and subject headers identify the

sensitivity of the information.

  c.  Store classified data on her PDA when traveling.

  d.  Properly mark and store all removable media.
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Question #11

The only acceptable use in this list for any USDA computer asset

is:

  a.  Gambling on the Internet.

  b.  Conducting research for a work project.

  c.  Viewing or downloading pornography.

  d.  Conducting private commercial business.

Question #12

The goal of ISS is to:

  a.  Decrease availability of systems.

  b.  Both encourage hackers and decrease availability of

systems.

  c.  Protect information systems against unauthorized access.

  d.  Encourage hackers.
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